MHOOPMALIMOHHAA MAMATKA A1 OBYYAKOLLMXCA

C KaXKAbIM rogomM MONOAEXNM B UHTEPHETE CTAHOBUTLCA BO/bLUE, @ LLKOJbHUKN OfIHU U3 CaMbIX aKTUBHbIX
nosb3oBaTenen PyHeTa. Mexay Tem, MOMMMO OFPOMHOrO KO/IMYECTBa BO3MOXKHOCTEN, MHTEPHET HECET U
npobsembl. ITa NAaMATKA A0/1XKHA NOMOYb Tebe 6e30MacHO HaxoAMUTbCA B CETU.

KomnbtoTepHble BUPYChI

KomnbloTepHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrPamm, OTANYNTENbHON 0COBEHHOCTLIO
KOTOPOW ABNSAETCA CNOCOBHOCTb K Pa3MHOMKEHWIO. B AOMNONHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb MU
MONHOCTBIO YHUUTOXKUTbL BCe dalibl U AaHHbIE, NOAKOHTPO/IbHbIE NO/b30BATEN0, OT MUMEHU KOTOPOro
6bl1a 3anyLLeHa 3apakeHHas NPorpaMmma, a Tak:Ke NoBpPeauTb UK AaXKe YHUUTOXKWUTb ONepaLnoHHY0
cucTemy co Bcemu daitamu B LiesIom. B 6ONbLUMHCTBE Cly4aeB pPacnpoCTpaHATCA BUPYChl Yepes
NHTEpPHET.

MeToApbl 3alMUTbl OT BPEAOHOCHbIX NPOTpPaMM:

1. MCI’IOI’Ib3y1‘/‘I coBpeMeEHHbIe onepaunoHHble CUCTEMDI, UMeLLne Cepbe3HbIl7‘I YPOBEHb 3alNTbl OT
BPEAOHOCHbIX NPOrpamm;

2. MocToAHHO ycTaHaBAMBal NayT (UMdpoBble 3aNNaTKM, KOTOPble aBTOMATMYECKM YCTaHABAMBAIOTCA C Lie/blo
A0paboTKM Nporpammbl) U Apyrme o6HOBAEHNA CBOE OnepaLMoHHOM cucTembl. CKaumMBa UX TONbKO C
oduumanbHoro caita paspabotumka OC. Ecam cyliecTByeT pexKMm aBTOMaTUUYeCKoro 06HOBAEHMSA, BKOUYM ero;

3. PaboTalt Ha CBOEM KOMMbIOTEPE Mo NpaBaMu No/ib30BaTeNs, a He aAMUHUCTPaTopa. 3TO He NO3BOMUT
60/1bLWMHCTBY BPEAOHOCHbIX MPOrPamMm MHCTANNNMPOBATLCA HAa TBOEM NEPCOHANIbHOM KOMMbIOTEPE;

4. icnonb3yi aHTUBUPYCHbIE NPOrPaMMHble MPOAYKTbl U3BECTHbIX NPON3BOAMTENEN, C aBTOMATUUYECKMM
obHoBNeHMem bas3;

5. OrpaHuyb GpU3MYECKUIA AOCTYN K KOMMNbIOTEPY A/1A NOCTOPOHHUX NNLL;

6. Micnonb3yi BHelWHWE HOCcUTenn MHGOPMaLUUK, TaKMe KaKk pnewka, ANCK uamn Gaiin u3 MHTepHeTa, TONbKO U3
NPOBEPEHHbIX UCTOYHMKOB;

7. He oTKpbIBait KomnbloTepHble $ali/ibl, NOAYYEHHbIE U3 HEHAAEKHbIX MICTOYHMKOB. [larke Te ¢painbl, KoTopble
npucnan TBOM 3HaAKOMbIN. JlydLle YyTOYHW Yy HEro, OTNPaBAsaA i OH Tebe ux.

Cetnt WI-FI

Wi-Fi - 3TO He BMA, nepegayn gaHHbIX, He TEXHOMOMMSA, a BCero b 6peHa, mapka. Ewe B 1991 roay
HUAEepPNAHACKas KOMNaHUA 3apernctpuposana bpeHa "WECA", yto 0603Havano cnosocoyeTaHme "Wireless
Fidelity", koTopblit nepeBoaMTCA KaK "becnpoBoaHan TOYHOCTL".

[0 Hallero BpemeHu Aoluna Apyraa abbpesnatypa, KOTopas ABAAETCA TaKOW e TexHoornein. 1o
abbpesunartypa "Wi-Fi". Takoe Ha3BaHMe ObI/IO AaHO C HAMEKOM Ha CTaHAAPT BbICLLIEN 3BYKOBOM TeXHMKU Hi-Fi,
yTO B NepeBoe 03HayaeT "BbICOKasA TOYHOCTL".
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Вычеркивание


[a, 6ecnnatHbIi UHTEPHET-A0CTYN B Kade, OTeNAX M a3ponopTax ABAAETCA OTAMUYHON BO3SMOMKHOCTbIO BbIXOAa B
WHTepHeT. Ho MHOr1e sKcnepTbl CYATALOT, UTo 06LeaocTynHble Wi-Fi ceT He aBnstoTca 6e3onacHbIMM.

CoseTbl No 6be3onacHocTM paboTbl B 06weaocTynHbix cetax Wi-fi:

1. He nepepgasait cBOIO INYHYIO MHPOpPMaLMIo Yepes obueaoctynHble Wi-Fi cetu. PaboTas B HUX, }KenaTenbHo
He BBOAWUTb MAapO/Iv AOCTYNA, NOTUHbI U KaKWe-ToO HOMepa;

2. Vicnonb3yi 1 06HOBAAN aHTUBUPYCHbIE NporpaMmbl M BpaHamayep. Tem cambim Tbl o6e3onacuib ceba ot
3aKayKu BMpYCca Ha TBOE YCTPOMCTBO;

3. Mpwn ncnonbsosaHun Wi-Fi otkntoumn pyHkumio "Obwmin goctyn K pannam n npuHtepam”. JaHHaa GyHKUMA
3aKpbITa NO YMOMYAHMIO, OAHAKO HEKOTOpPbIE NONb30BaTE/IM AKTUBUPYIOT ee aaa yaobcTBa MCNONb30BaHMA B
paboTe unu yyebe;

4. He ncnonb3yi nybanynbii WI-FlI ans nepegaym ANYHbIX AaHHbIX, HANpMMepP AJ1A BbIXO4a B COLMabHbIE CETU
WA B SNIEKTPOHHYO NOYTY;

5. Wicnonb3yi TonbKo 3awmueHHoe coegmHeHne Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca BBoan
MMeHHo "https://";

6. B mobunbHOM TenedoHe oTkAoun dyHKUMIO "MoakntoueHme K Wi-Fi aBTomaTnueckun". He gonycKai
aBTOMATUYECKOTO NOAK/OYEHUA ycTpoincTea K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble cetn

CoumanbHble ceTy aKTUBHO BXOAAT B Hawy ¥WU3Hb, MHOIne nroaun paGOTa}OT N UBYT TaM NOCTOAHHO, a B
Facebook YXe 3apermctpuposaH mmnanap 4YeN0oBeEK, YTO ABNAETCA OAHOVI Ce,ﬂ,bMOl‘/‘I BCEX XKUTeNel NaaHeThbl.
MHorune nonb3osaTenn He NOHMMALOT, YTO MHd)OpM&lLI,VIFI, pa3meleHHaAa MU B COLUMA/IbHbIX CETAX, MOXXET 6bITb
HaVIAEHa M NCnosb3oBaHa Kem yrogHo, B TOM 4ymucne He obAsaTenbHO ¢ 6aarmm HamepeHnammu.

OCHOBHble coBeTbl N0 6e30MNacHOCTM B COUMaIbHbIX CeTAX:

1. OrpaHnyb CNUCOK apy3eit. Y Tebs B Apy3bAX He AOMKHO ObITb CNYYaHbIX U HE3HAKOMBIX NH04EN;

2. 3aWwumLLali cBOH YaCTHYIO M3Hb. He yKasbiBali naponu, TenedoHbl, agpeca, AaTy TBOEIO POXKAEHUA U APYIYIO
JIMYHYI0 MHGOPMALMIO. 3/I0YMBILLIEHHUKM MOTYT MCMO/1b30BaTb AaxKe MHPOPMaLMIO O TOM, KaK Tbl U TBOU
poauTenu naaHupyeTe NpoBeCcTU KaHUKYbI;

3. 3awmLait cBOlo penyTaLmio - AEPKM ee B YUCTOTE M 3adaBaii cebe Bonpoc: xoten 6bl Tbl, YTObbI gpyrue
NoNb30BaTe/NIM BUAENM, YTO Thbl 3arpyskaelub? Moayman, npexae yem 4to-To onybankosaTb, HanMcatb U
3arpysuTsb;

4. EcAu Tbl FOBOPMULLb C /I0AbMM, KOTOPbIX HE 3HaeLb, He NCMO/Ib3YI CBOE peasibHOe MMA U APYTYIO INUYHYIO
NHPOPMaLNN: NMA, MECTO MUTENbCTBA, MecTo yyebbl U Npoyee;

5. U3berait pasmelleHmna potorpaduii B UHTepHeTe, rae Tbl N306paXkeH Ha MECTHOCTU, MO KOTOPON MOXKHO
onpeaennTb TBOE MECTOMNO/IOMEHUE;

6. Mpu pernctpaumun B coLManbHON ceT Heob6X04MMO NCNO/b30BaThb C/I0MKHbIE NAaPO/IN, COCTOALLME M3 BYKB 1
LUMOP M C KOIMYECTBOM 3HAKOB He MeHee §;

7. Ona cou,maanoﬁ CETU, NOYTbl N OPYrmux cantos H806XOAI/IMO MCNoa1b30BaTb Pa3Hbl€ NAPOJIN. Torpa ecnun Tebs
B3/10MatoT, TO 3/10YMbIWNEHHUKN NMNONyHaT AOCTYN TOJZIbKO K OAHOMY MECTY, a HE BO BCe Cpa3y.



9}'IeI-<TpOHHbIe OdEHbIN

3ﬂeKTpOHHbIe AEHbIN - 3TO OYEeHb yAOGHbIﬁ cnocob I'IJ'I&TE)-KGVI, OAHAKO CyWw,ecCTBYHOT MOLWEHHWKN, KOTOPbIE
XOTAT NONYYUTb 3TN OEHLIA.

3ﬂeKTpOHHbIe AeHbr'n Nn0ABNINCL cOBCEM HEAABHO N MMEHHO U3-3a 3TONO BO MHOTUX roCyaapcreax 4O CUX Nop
He NPOonNnCaHO NPO HMUX B 3aKOHaX.

B Poccumn »Ke OHM GYHKLMOHUPYIOT M O HUX Y3Ke NMPONUCaHOo B 3aKOHe, rae UX pasaensatoT Ha HeCKOo/IbKo BUAOB -
aHOHUMHbIE U HE aHOHUMHbIE. Pa3HuLa B TOM, UTO aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTca NPoBOANTb
onepauumn 6e3 naeHTUPUKaLMKM NONb30BaTENSA, @ B HEAHOHUMHbIX MAeHTUdUKALMA NoNb30BaTeNA ABAAETCA
obna3aTenbHO.

TaK:Ke cnefyeT pas3iMyaTh 3/1eKTPOHHbIE GpUaTHble AeHbru (paBHbl rOCYAapCTBEHHbIM Ba/lOTaM) U 3NEKTPOHHbIE
HeduaTHble AeHbr (He paBHbI FOCYAapPCTBEHHbIM BalOTam).

OcHoBHble coBeTbl No 6e3onacHom pa60Te C SNNEKTPOHHbIMU AEHbraMu:

1. MpuBsKM K c4eTy MOBUbHBIN TenedoH. ITO camblit yA0OHbIM U BbICTPLIN cNocob BOCCTaHOBUTL AOCTYN K
cyeTy. MpuBA3aHHbIN TenedoH NOMOXKET, ecaun 3abyaellb CBOM NAATEXKHbIM Napoab UM 3aliAellb Ha CalT C
HEe3HAKOMOrO YCTPOICTBa;

2. Mcnonb3yii ogHopasoBble naponu. MNocne nepexona Ha YyCUAEHHYIO aBTopu3aumio Tebe yxe He byaet
YrpOXaTb OMACHOCTb KPaXk1 MK NepexsaTa NiaTeXKHoro napons;

3. Bbibepu coXHbIN Naponb. MpecTynHuKam byaeT He NPOCTO yrafaTth CAOXHbIN Napoab. HaaesHble Naponu -
3TO MapoK, KOTOPbIE COAEPKAT He MeHee 8 3HAKOB M BK/1t0UAtOT B cebA CTPOUHbIE M NPOMUCHbIE BYKBbI, LndpPbI
N HECKO/IbKO CUMBO/I0B, TaKWe KaK 3HaK Aonnapa, pyHTa, BOCKAULETENbHbIN 3HaK 1 T.N. Hanpumep, StRONg!;;

4. He BBOAM CBOW /INYHbIE AA@HHbIE HA CailiTax, KOTOPbIM He A0BepAeLlb.

aﬂeKTpOHHaH MO4YTa

NeKTPOHHasA NoYTa - 3TO TEXHO/IOMMA U NPEAOCTaBAAEMbIE €10 YCAYTM NO NEPECINKE U MOAYYEHUIO
3/1EKTPOHHbIX COOBLLEHMI, KOTOPbIE pacnpeaenatoTca B KOMMNbIOTEPHOM ceTh. OBbIYHO 3/1eKTPOHHBIN NOYTOBbI
AWMK BbIFIAANUT CAeayomMm 06pa3om: MMA_N0/b30BaTeNs@uma_aomMmeHa. TaKKe Kpome nepeaadyum npoctoro
TEKCTa, UMEeTCs BO3SMOXKHOCTb NepenaBaTtb Gpaisbl.

OcHoBHble coBeTbl No 6e30nacHoMn paboTe € 31EKTPOHHOM NOYTON:

1. Hapo BbI6paTh NPaBUJIbHBIV NOYTOBLIV CEPBUC. B MHTEpHETE eCTb OrPOMHBIN BbIGOP HECMIaTHbIX MOYTOBbIX
CepBMCOB, O4HAKO /lyylle A0BEPATb TEM, KOO 3Haelb M KTO NEPBbIN B peUTUHrE;

2. He yKasbiBali B IMYHOW MoYyTe IMUHYIO MHPOopMaumio. Hanpumep, nydlie BbibpaTh "My3blKaibHbIN_paHaT@"
nnm "pok2013" Bmecto "temal3";

3. Micnonb3yit ABYX3TanHylo aBTOpU3aumio. ITO Koraa NOMUMMO NapoAs HY»KHO BBOAWUTb KOA, NPUCbINAaeMblid Mo
SMS;

4. Bbibepu CNoXKHbIN Naponb. JNs Kaxkaoro NoYToOBOro ALLMKa A0/XKeH bbiTb CBOM HaAeKHbIW, YCTOMUYMBLIN K
B3/10MYy Napob;

5. EC/iv eCTb BO3MOXKHOCTb HanmncaTb CAMOMY CBOM IMYHbIA BONPOC, UCMO/b3YM 3TY BO3SMOMKHOCTb;

6. MICNonb3yii HECKO/IbKO NOUTOBbIX ALLMKOB. MepBblit 414 YaCTHOM NepPenncky c agpecatamm, KOTOPbIM Tbl
AoBepsellb. ITO 3/1eKTPOHHbIN aApec He Hago MCNOAb30BaTb NPU PerncTpaunmn Ha popymax 1 canTax;



7. He oTKpbIBait dainbl 1 Apyrve BAOXKEHUS B MUCbMAX, AaXKe €C/IM OHWU MPULLAK OT TBOUX Apy3eit. Jlydwe
YTOUYHU Y HUX, OTNPABAAAM M OHW Tebe 3Tu dalinbi;

8. MNocne okoHYaHMA paboTbl Ha NOYTOBOM CepBUCE Nepes 3aKPbITUeM BKIa[KM C CaliTOM He 3abyab HaxaTb Ha
n ™~ n
Bbintn".

KnbepbynamHr unm BupTyanbHOE U34eBaTENbCTBO

KnbepbynnumHr - npecnegoBaHne coobLLEeHMAMM, COAEPHKALLMMM OCKOPOAEHMA, arpeccuto, 3anyrMBaHue;
XYJINFAHCTBO; coumaibHoe BOMKOTUPOBAHME C MOMOLLBIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbyanMHrom:

1. He 6pocaiica B 60/4. /lyuwinii cnocob: NnocoBeToBaTLCA KaK ceba BECTU U, eCU HET TOTO, K KOMY MOXHO
06paTUTbCA, TO BHaYasle YCNOKOUTLCA. ECn Tbl HauHelWwb 0TBeYaTb OCKOPONEHUAMM Ha OCKOPOAEHMA, TO TONIbKO
ele 6onblue pasorKKelb KOHPIMKT;

2. YnpaBnsan ceoen Knbeppenytauuei;
3. AHOHMMHOCTb B CETU MHMMaSA. CyLLEeCTBYIOT CNOCo6bl BbIACHWUTb, KTO CTOWUT 33 aHOHMMHbIM aKKayHTOM;

4. He cTOUT BECTU XYNUTAHCKNIA 06pa3 BUPTYaNnbHOM XKU3HU. MHTepHET GUKCUMPYET BCE TBOU AENCTBUA U
coxpaHseT ux. Yaanutb nx byaet kpaliHe 3aTpy4HUTENbHO;

5. Cobntoaait cBOKO BUPTYaNbHYIO YECTb CMOOAY;

6. MIrHOpMpYM eguUHUYHBIN HeraTuB. O4HOPa30Bble OCKOPOUTENbHbIE COOBLLEHMSA NyYLlle UTHOPUPOBATD.
O6bIYHO arpeccua NpeKpalLaeTcs Ha HavabHOW CTaamu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLLEHMAMM, B COLMANBHbIX CETAX €CTb
BO3MOHOCTb 6/I0KMPOBKM OTNPaABKKN COOBLLIEHWNI C ONpeaeneHHbIX aapecos;

8. Ecnn Tbl cBMAEeTENb KNbEepbynnnHra. TBou A4eUCTBUSA: BbICTYNUTb NPOTUB NpecienoBaTtens, NoKkasaTb emy, YTO
ero AencTBMA OLEHNBAIOTCA HEraTUBHO, NOAAEPKATb MKEPTBY, KOTOPOM HYXKHA NCUXOI0rMYECKas NOMOLLb,
COo06LWNTb B3pOC/bIM O haKTe arpeccMBHOro NOBEAEHUA B CETHU.

MobunbHbI TenedoH

CoBpemeHHble CMapTdOHbI U NAAHLWETbI COAepKaT B cebe BNoHe B3pOC/ablit QYHKLMOHAA, U TENEPb OHU MOTYT
KOHKYPMPOBATb CO CTALlMOHAPHbLIMKU KoMMbtoTepamn. OLHAKO, CPEACTB 3aLLUTbI A4J1A NOA0OHbIX YCTPOWCTB NoKa
o4yeHb Masno. TecTMpoBaHME U MOUCK YA3BMMOCTEN B HUX NPOUCXOANT HE TaK MHTEHCUBHO, Kak aaa MK, To ke
caMoe Kacaetcsi U MOBUIbHBIX NPUIOKEHWN.

COBpEMEHHbIe MOBUNbHbIE 6pay3epb| yXe NpakTnyeCkn A0orHasn HaCtoJibHble aHa/10Mn, 0AHAKO pacllnpeHune
d)YHKLI,MOHal'Ia B/leYeT 3a coboit 6OI'IbLIJyIO CNNOXKHOCTb N MEHbBLIYH 3alNLLEHHOCTD.

[aneko He BCce NPOMU3BOAMTENN BbIMYCKAOT 06HOBAEHMA, 3aKPbIBAOWME KPUTUYECKME YA3BUMMOCTM A/1A CBOUX
YCTPOWCTB.

OcHOBHble coBeTbl A1 6e30nacHOCTM MobunbHOro TenedoHa:

Huuero He aBnseTca no-HacTosAwemy becnaaTHbIM. byab OCTOpOsKeH, Beab Koraa tebe npeanaratot 6ecnnatHbIi
KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KAKME-TO NIaTHbIE YCAYru;

[ymaii, npexkae yem otnpasutb SMS, doTo nam engeo. Tbl TOYHO 3HaELWb, FAe OHM ByAyT B KOHEYHOM uTore?



Heo6x0aMmMo 06HOBAATL ONEPALIMOHHYIO CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yii aHTUBUPYCHbIE NPOrpaMmbl g8 MOBUbHbLIX TenedoHOB;

He 3arpy:xait npuaoXeHna oT HEM3BECTHOrO UCTOYHMKE, BeZlb OHM MOTYT COAEepP*KaTb BpeJOHOCHOe
nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BblAELWb C caiTa, rae BBOAUA NMYHYIO MHGOPMaLMIO, 3aiauM B HAacTPOMKKM Bpay3epa 1 yaanm
cookies;

Mepunoamyeckn nposepsii, Kakue NaaTHbIe YCAYrM aKTUBMPOBaHbI Ha TBOEM HOMEPE;
[aBait cBoit Homep MobubHOro TesiedoHa TONBKO OAAM, KOTOPbLIX Tbl 3HaELb U KOMY AOBepAeLlb;

Bluetooth gonkeH 6bITb BbIKAKOYEH, KOTAa Thl UM He No/b3yelbea. He 3abbiBalt MHOrga NpoBepATb 3TO.

Online urpsbl

CoBpeMeHHble OHJITaNH-UIPbl - 3TO KPACoYHble, 3aXBaTbIBaloOLWMeE pPa3BaeYeHUs, 06 beANHAIOLLME COTHM ThiCAY
yenoBeK Mo Bcemy M1py. Urpoku nccneaytot gaHHbIN Mm mup, obLiatoTca 4pyr ¢ APYrom, BbINOMHAT 3a4aHus,
CpaXkaloTca C MOHCTPaMM U MONYYaIoT OMbIT. 33 YA0BONLCTBME OHU NAATAT: NOKYNaloT ANCK, ONIavnuBaoT
aboHeMeHT unn NprMobpeTatoT Kakue-To onuumn.

Bce 3TM cpeAcTBa MAYT Ha NoaAepKaHne U Pa3BUTME UTPbI, a TaKKe Ha camy 6e30NacHOCTb: COBEPLUEHCTBYHOTCA
CUCTEMBI aBTOPU3aLMK, BbIMYCKAIOTCA HOBble NaTum (LMdpoBble 3anaaTku 418 NporpaMm), 3aKpbliBatoTca
YA3BMMOCTU CepBEepOB.

B I'IO,CI,O6HbIX Urpax CTOnT onacaTbCA HE CTOJ/IbKO CBOUX CONEPHUKOB, CKOJZIbKO KPa*Xu TBOEro naposia, Ha KOTOPOM
OCHOBAHa CUCTeEMa aBTOpPU3aL 1N 60NbLWIMHCTBA urp.

OcHoOBHble COBETbI MO 6€30NaCHOCTM TBOErO UTPOBOIO aKKayHTa:
1. Ecam apyroi urpok Beget ceba naoxo uam cosgaeT Tebe HeENPUATHOCTU, 3aBN0KMPYI ero B CNIMCKE UFPOKOB;

2. I'Iomanyﬁcn AOMUHUCTPATOPAM UTPbl Ha NJI0OX0€E noBeaeHNE 3TOro UTrPoOKa, KenaTeZIbHO NPUNOKNUTb KaKne-To
A0Ka3aTe/IbCTBa B BUAE CKPUHOB;

3. He yKasbiBait An4Hyto MHPopmaumio B npodaiine urpbl;
4. YBaall gpyrmx y4aCTHMKOB MO UTpe;

5. He ycTaHaBnuBali HeoduLManbHble NATYU U MOAbI;

6. Mlcnonb3yi CNoXKHble U pasHble NAponu;

7. Jaxe BO BpemMaA Urpbl He CTOUT OTK/OYaTb aHTMBMPYC. [oKa Tbl Urpaellb, TBO KOMMNbIOTEP MOTYT 3apasuTb.

PULWNHT nan Kpaxa JINYHbIX AaHHbIX

O6bIYHOM Kparkel AeHer U AOKYMEHTOB CEroAHA Y*Ke HUKOro He YAMBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOJIOTNI 3/10YMbILLAEHHUKN NEePEMECTUINCL B UHTEPHET, U NPOAO/IKAOT 3aHMMATbCS "Ntobumbim" genom.

Tak nosaBuaacb HOBas Yrpo3a: MHTEPHET-MOLEHHNYECTBA UAU GULLIMHT, TNaBHanA LLe/Ib KOTOPOro COCTOUT B
Nosy4YeHUn KoHOMAEHUMANBbHBIX AaHHbIX NO/Ib30BaTe el - IOTMHOB W Napoaen. Ha aHrnuniickom asbike phishing
ynTaetcs Kak uwwmHr (o fishing - pbibHan noens, password - naposb).



OcHOBHble coBeTbl No 6bopbbe ¢ ULLIMHIOM:

1. Cnheau 3a cBOMM aKKayHToM. Eciv Tbl NoA03peBaellb, YTO TBOA aHKeTa bblna B3/lomaHa, To Heobxoanmo
3ab6/10KMpPOBATb €€ 1 COObLWUTL agMUHUCTPATOPaM pecypca 06 3TOM KaK MOXKHO CKopee;

2. MCﬂOﬂb3yl>‘l 6e3sonacHble Be6-cal>'1TbI, B TOM YnCne, UHTEPHET-MarasmHOB N MOUCKOBbLIX CUCTEM;

3. MCﬂOﬂb3yl>‘l C/IOXKHble U pa3Hble Napoin. Takum 06pa30M, ecnu Tebn B3/10MatoT, TO 3/1I0YMbIWNEHHUKHN
nony4yat 4oCTtyn TO/IbKO K O AHOMY TBOEMY I'IpO(I)VIIHO B CETU, a HE KO BCEM,

4. Ecnm Teba B3NoManm, To HEO6XoAMMO NpeaynpesnUTb BCEX CBOMX 3HAKOMBbIX, KOTOpble A0baBneHbl y Tebs B
OPY3bsX, 0 TOM, YTO Tebs B3/IOMav U, BO3MOXKHO, OT TBOEIo MMeHU ByaeT paccbinaTbCca Cnam M CCbIIKK Ha
duLWmMHroBble caliTbl;

5. YcTtaHoBM HageHbii naposnb (PIN) Ha MobuabHbI TenedoH;
6. OTK/lOUM coxpaHeHMe Napoas B 6paysepe;

7. He oTKpbIBai dpalinbl U apyrue BAOXKEHMA B MMCbMaX, AAXKE €C/IM OHU NPULLIAK OT TBOMX Apy3ei. Jlyywe
YTOYHW Y HUX, OTNPABASAAN NN OHU Tebe 3TK daitnbl.

Lindposan penytaums

Undposan penytauma - 3To HeraTUBHan UAM NO3UTUBHAA MHPOPMaLMA B ceTh o Tebe. KomnpomeTupytowan
MHopMauua, pasmeLLeHHAsA B UHTEPHETE, MOXKET Cepbe3HbIM 06pa3oM 0TPA3UTLCA HA TBOEKN PeasibHOM KUHM.
"Umndposas penytauma" - 3T0 TBOM UMUAK, KOTOPbIN dopmupyeTca U3 MHPopMauun o Tebe B UHTEPHETE.

TBOE MecCTO XKUTeNbCTBA, y‘-IE6bI, TBOE d)MHaHCOBOE nonoxeHue, ocobeHHoCTH XapaKTepa U pacCKka3bl O 6.113KNX
- BCE 3TO HAaKaN/IMBaeTCA B CETH.

MHorve NoApPOCTKMN NErKOMbICNIEHHO OTHOCATCA K NyBANKALMUM INYHON MHPOpMaLMK B UHTepHeTe, He NOHUMasn
BO3MOXHbIX NOCAeACTBUN. Thbl AaXKe HEe CMOXellb A0rafaaTbCA 0 TOM, 4To poTorpadmsa, pasmelleHHan 5 nert
Ha3ag, cTana NPUYMHOM OTKa3a NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHue TBonx potorpaduii n apyrme AenNCTBUA MOTYT HE MCYE3HYTb AaXke Nocae Toro, Kak
Tbl UX y4anUWb. Tbl HE 3HaELWb, KTO COXPaHW 3Ty MHPOPMALMIO, MoMasa M OHa B MOMCKOBbLIE CUCTEMBI U
COXpaHWNach M OHa, a FNaBHOE: YTO NOAYMALOT O Tebe OKpy»KatloLLme NoaM, KOTopble HakayT U YBUAAT 3TO.
HaiTn nHdopmaumto MHOTo IeT CNYCTA CMOXKET /It060M - Kak 13 A06pbIx NOBYKAEHWUN, TaK U C HAMEPEHMEM
NPUYMHUTL Bpes,. ITO MOXKET BbITb KTO YroA4HO.

OCHOBHble COBETbI MO 3aLmTe UndpPoBOI penyTaumu:

1. Moaymali, npexae yem 4to-To Ny6AnKOBaTh M NepeaasaTb y ceba B 610re AW B COLMANLHON CETH;

2. B HacTpoliKax Npoduasa ycTaHOBU OrpaHUYeHMA Ha MPOCMOTP TBOEro Npodus 1 ero CoaepKMMoro, caena

CALN

ero TonbKo "ans apysein";

3. He pasmeLlait 1 He yKasblBali HGOPMaLMIO, KOTOPAA MOMKET KOro-1Mb0o 0CcKop6aATb UK 06MKaTb.

ABTOpPCKOE NpaBo

CoBpeMeHHble LKO/IbHUKM - aKTUBHbIE NoJIb30BaTeNN LUMdPOBOro npoctpaHcTea. OAHaKO AaNeKo He BCe 3HaloT,
YTO NONb30BaHNE MHOTMMW BO3MOXKHOCTAMM LMdPOBOro Mmnpa TpebyeT cobatogeHus npas Ha
WHTENNIeKTYaNbHY0 COBCTBEHHOCTb.



TepmuH "MHTEeNIeKTyabHanA COBCTBEHHOCTb" OTHOCUTCA K Pa3/INYHbIM TBOPEHUAM Ye/I0OBEYECKOro Yma,
HauMHas C HOBbIX N306peTeHnI 1 3HaKoB, 0603HaYalOLNX COBCTBEHHOCTb Ha NPOAYKTbLI U YCAyTU, U
3aKaHuMBaA KHUramu, potorpadmamm, KUHOGUAbMAMU N My3blKasbHbIMU NPOUN3BEAEHUAMMU.

ABTOpCKMe NpaBsa - 3TO NpaBa Ha UHTENNEKTYa bHYH COBCTBEHHOCTb Ha NPOM3BEeAEeHUA HaYKKU, AinTepaTypbl 1
MCKycCTBa. ABTOPCKME MpaBa BbICTYMNatoT B Ka4eCTBE rapaHTMM TOrO, YTO MHTE/NEKTYabHbI/TBOPYECKUIA TPYA,
aBTOpa He byaeT HanpacHbIM, AacT eMy CnpaBe/MBble BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro
TpyAa, NONY4YUTb U3BECTHOCTb M NpU3HaHUe. HUKTo 6e3 pa3pelleHna aBTopa He MOXKET BOCMPOM3BOANTb ero
npousseaeHne, PacnpocTpaHaATb, Ny6ANYHO AEMOHCTPMPOBaTL, NPOAaBaTh, MMMNOPTUPOBATL, MYCKaTb B
MpoKart, Ny6/MYHO UCMO/HATL, MOKa3biBaTb/MCNONHATL B 3bMpe Uan pasmellaTtb B MHTepHeTe.

Ncnonb3oBaHue "nnpaTtckoro” nporpammHoro obecneyeHnsa MoxKeT NPUBECTU K MHOFMM PUCKaM: OT NOTepwm
JaHHbIX K TBOMM aKKayHTam A0 6/10KMPOBKM TBOETO YCTPOWCTBA, IAe YCTaHOB/IEHA HeslerasibHas nporpamma.
He cTouMT Tak:Ke 3abbIBaTb, YTO CYLLLECTBYIOT SIerajibHble M 6ecnnaTHble NPorpaMmmbl, KOTOPble MOXKHO HalTK B
ceTu.



